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TAPN Poll
Do you test your department’s
internal controls?

Yes, we test most
of our controls ............. 65%

Yes, but we tend to focus
only on problem areas .15%

No, we almost never
test our controls........... 16%

Test them? We don’t even

“A door is what a dog is
perpetually on the wrong
side of.”

— Ogden Nash
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An accounts payable depart-
ment is only as strong as its
internal controls. A weak
segregation of duties or a

lax invoice approval policy
can leave your organization
vulnerable to fraud. Estab-
lishing strict internal controls
around transaction processing
will eliminate the gaps that
fraudsters love to exploit.

Organizations spend consid-
erable effort drafting their
internal controls manuals,
making sure that processes
are efficient, cost-effective,
and safe from fraud. Howev-
er, accounts payable depart-
ments can change over time.
Maybe someone left your
department, or you hired

a new employee or imple-
mented a new automation
system. Any of these changes
can poke holes in your con-
trols environment.

Periodically testing the
strength of your internal
controls is essential to
identify and plug these holes.
While internal auditors often
perform these tests on a
regular basis—especially if
your organization is subject
to Sarbanes-Oxley—ac-
counts payable departments
should also test on their own.
Whether done manually or
with automation, testing
controls is the only way to
guarantee they work.

Adequate and Effective?

Internal controls are steps in a
process designed to eliminate

the risk of fraud or errors.
Controls in your accounts
payable process should
minimize waste, limit losses,
prevent misappropriation,
and safeguard your organiza-
tion’s assets.

For a complete description
of accounts payable internal
controls, see the TAPN fea-
ture “Internal Control—Ob-
jectives and Implementa-
tion.”

Simply drafting internal con-
trols around your transaction
process does not ensure that
they are successful. This is
where testing comes in. When
developing a new control,

be sure to include a proce-
dure and schedule for testing
it for adequacy and effective-
ness.

According to Mike Iverson,
CFO of Financial Opera-
tions Networks, a control is
adequate if the staff mem-
bers follow the process
outlined in the manual. For
example, if your organiza-
tion has a control requiring
a second signature on all
checks above $25,000, the
control is adequate if approv-
ers are actually requiring
these signatures.

A control’s effectiveness
refers to how successful it

is at preventing fraud or er-
rors. If the staff adheres to a
control, then it is adequate.
However, if the control does
not fully protect the process,
then it is not effective.

“If you wanted your staff to
require a second signature
for checks over $25,000 and
they did that, then the control
was followed adequately,”
Iverson says. “But if you still
had fraud because someone
printed the check and figured
out how to copy the signa-
tures, then by itself it wasn’t
an effective control.”

It is important to test your
internal controls both for
adequacy and for effective-
ness. You want to make sure
that employees are following
the procedures outlined in
your policy manual and that
those procedures have the
desired results.

Copying From the
Auditor’s Playbook

Traditionally internal or
external auditors have been
responsible for testing an
organization’s internal
controls. However, not every
organization has an internal
audit department and many
cannot afford or choose not
to hire external auditors. The
following are two auditing
techniques that AP manage-
ment can use to evaluate their
controls environment:

1) Process Audit

During a process audit, map
out the entire process you
are testing and then take a
‘walkthrough’ to determine
whether employees are fol-
lowing all of the controls
and whether those controls

...continued on pg. 2
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A documentation
audit involves look-
ing at several trans-
action documents to
verify that the staff
applied the correct
controls.

Controls continued...

are effective. Ask AP staff
members to describe in
detail their part of the pro-
cess so that you can make
sure their day-to-day respon-
sibilities match what your
controls require.

2) Documentation Audit

A documentation audit
involves looking at several
transaction documents to

The Automated Approach

Testing controls with typical
audits can require signifi-
cant time and effort. For this
reason, departments often
perform these tests at speci-
fied intervals, such as once
every year or two. Organiza-
tions that want more timely
evaluations can use analytic
software that allows them

to test controls on an ongoing
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¢ Price variances—invoice
price differs from amount
approved for purchase

 Invoices approved by the
same person that created
the purchase order

* Invoices approved by the
same person that created
the goods receipt

+ Missing/incorrect vendor

verify that the staff applied basis. information—date missing

“If every invoice is sup-
posed to be signed off by a
manager, we are going to
pull some invoices to see
if they are actually being

signed off.”
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the correct controls.

“If every invoice is sup-
posed to be signed off by

a manager, we are going to
pull some invoices to see if
they are actually being
signed off,” Iverson says,
describing one type of
documentation audit. “If
the internal control policy
says that every check over
$25,000 requires a signature,
we’re going to pull several
checks above that amount

and see if the control is being

adhered to.”

While these are techniques
often performed by inter-
nal and external auditors,
the individuals testing your
AP controls could be mem-
bers of the AP staff, the

AP manager, or maybe a
manager from another
department, if you want
someone independent of
the process.

In the News

from the vendor master file

Called continuous controls
monitoring software, these
software systems connect to
the user’s ERP system and
generate reports on a variety
of control issues.

For example, many organiza-
tions do not allow the same
person who enters an invoice
to approve it for payment.
CCM technology can check
the authorization tables with-
in the ERP to determine if
any employees can do both.

CCM software can also
review transaction logs and
look for instances where
controls violations might
have taken place by check-
ing for warning signs

such as:

* Split invoices—Ilarge
invoices divided into
multiple payments to
circumvent approval limits

such as payment terms and
tax information

* Duplicate invoices—soft-
ware looks for minor
variances that ERPs might
not catch, such as similar
invoice amounts from
the same vendor or slight
changes to the invoice
number format

Many organizations justify
the expense of implementing
CCM thanks to the software’s
ability to prevent duplicate
payments, in addition to
improved transaction control
monitoring.

“After using the technology
for eight months, we identi-
fied $300,000 in improper
payments before they went
out the door,” says Brian
Anderson, accounts pay-
able manager for Emergency
Medical Services Corpora-

...continued on pg. 3

Mileage Rate Increase — Due to a surge in gas prices during the first half of 2011, the IRS has
issued a rare mid-year mileage rate update. Beginning July 1, 2011, the standard mileage rates for
the business use of a car (including vans, pickups or panel trucks) will be:

* 55.5 cents per mile for business miles driven;

e 23.5 cents per mile driven for medical or moving purposes; and
* 14 cents per mile driven in service of charitable organizations.

IRS mileage rates are the maximum per-mile amount that taxpayers can deduct for business use
of a personal vehicle. Many organizations use the standard mileage rate to govern how much they
will reimburse employees for business miles driven. W
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Controls continued...

tion, who uses ACL’s CCM
technology. He adds that his
company saw an ROI in less
than a year.

Although CCM technology
identifies duplicate payments
and other lapses in control

as soon as they happen, the
software typically aggregates
violations and presents them
to management at predefined
intervals.

“Transaction reports are
generated after the fact
rather than in real-time
because there’s a reluctance
to intervene too much in
the actual procure-to-pay
process,” says John Verver,
VP of Services and Product
Strategy for ACL. “Typically
you receive reports on a
daily basis. After all the
transactions have been
processed, you perform the
analysis and identify

the exceptions.”

Manual Testing
Still Important

While automation reduces
the burden associated with
testing your transaction con-
trols, it does not elimin-

ate the need for manual tests.
You cannot test physical
controls, such as restricting
access to check stock,

using technology.

AP Answers

“If someone is supposed to
have limited access to the
room where check stock is
stored, then there is probably
a key to the room,” Iverson
says. “When testing that
control, you are going to
check with the staff to see
who all has access to the
room. If there’s a keypad,
then you have to make sure
that the combination is
changed whenever an em-
ployee is terminated.”

Whenever you interview AP
staff members about their
role in upholding a control,
always be mindful of your
tone. “Talk to them in a
conversational way,” Iverson
says. “You don’t want them
to think that you are accusing
them of something.”

Interviewing the staff to de-
termine their full job descrip-
tions is a good way to check
for segregation of duties
conflicts. Pay special atten-
tion to employees that may
have recently transferred
jobs. For example, an em-
ployee who moved from
disbursement processing to
invoice processing may still
have access to the check-
writing system.

“Look at what the individ-
ual is supposed to be doing
and whether their previ-

ous capabilities have been
eliminated,” Iverson says.
“Now, a lot of this may come
back to keeping employees
cross trained. But you have
to be sure that, depending

on the activity, they can only
perform it when they are sub-
stituting for someone else.”

Checking physical safeguards
and interviewing employees
are essential manual checks
that technology cannot per-
form. According to Verver,
even the best CCM can only
test about 80 percent of an or-
ganization’s control, leaving
the other 20 percent manual.

When to Test?

Despite the need for strong
controls, organizations cannot
always test as often as they
would like. While Iverson
recommends reviewing your
internal controls annually,
organizations do have other
things to worry about. If you
cannot test all your controls
regularly, consider focusing
on key processes and areas
where problems have existed
in the past.

“If you have had issues, then
that should prompt you to
test more frequently,” Iverson
says. “If you’ve never had

an issue, then perhaps not as
frequently. It’s all driven by
the business.” W

Q: Does Sarbanes-Oxley provide a detailed guide about what constitutes adequate separation of

duties?

A: Sarbanes-Oxley does not address “how to” do separation of duties. Here are a few examples

regarding separation of duties:

+ Invoice data entry personnel should not have access to set up new vendors in the data base
 Personnel who write the disbursement checks should not be the same personnel who enter

the vendor invoices

» Reconciling vendor statements to your accounting records should be separated from

personnel who can enter or issue a vendor credit adjustment

www.tapn.com e Page 3

TAPN Tools

Internal Control
Checklist

When testing your internal
controls, you must have a
way to identify which are
effective and which are not.
If a control fails to protect
your process, you must also
be able to explain why.

TAPN’s Internal Control
Checklist assists you

when reviewing your
internal controls. Using
this checklist, you can
document your controls, the
individuals responsible for
performing each activity,
whether the controls are
successful, and identify any
actions necessary to correct
an ineffective control.

Because no two businesses
are alike, it is impossible
to create a definitive list
of the internal controls all
organizations should have
in place. However, the
checklist features many
controls applicable to
generic AP departments.
There is also room to add
controls unique to your
organization.

Find this tool in the
“Internal Control Manual”
section of AP Tools

or at www.tapn.com/
InternalControls. B
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Did You Know? irs Presumption Rules

The IRS publishes a series

of guidelines, called pre-
sumption rules, outlining
how to treat payees that fail
to provide documentation.
Using these rules, payors can
determine whether a payee is
a U.S. or foreign person and
whether they should withhold
on any payments. Following
these rules will prevent your
organization from being liable
for your vendor’s unpaid
taxes, interest and penalties.

Without a valid form W-8 or
8233, the default assumption
is that the payee is domestic
and subject to information
reporting and tax withhold-
ing. However, the presump-
tion rules state that you can

treat the vendor as foreign if
it meets any of the following
conditions:

1. You have actual knowl-
edge of the payee’s employer
identification number and that
number begins with the two
digits “98”

2. The address you have
on file for the vendor is in a
foreign country

3. The payee’s name is on the
per se list of foreign corpora-
tions in Treasury Regulation
301.7701-2

4. You make the payment out-
side the U.S.

Similarly, when paying an in-
dividual for services, the IRS

states that you can presume
that the payment is to a for-
eign person for foreign-source
income (not reportable) if

it meets all of the following
conditions:

» The payee is an individual
* You do not know, or have
reason to know, that the

payee is a U.S. person

* You do not know, or have
reason to know, that the
income is effectively con-
nected with a trade or busi-
ness inside the U.S.

* The payee performed
all the services outside
the US. ®

Continuing Education Opportunities

Earn CEUs for Certification

TAPN Webinar - The Critical Role of Accounts
Payable Departments in Ensuring Regulatory
Compliance and Reducing Financial Risks for

Your Organization

Thursday, July 21, 2011
2:00 - 3:30 PM Eastern Time

Join us for this informative webinar covering these critical
issues to learn what processes are critical for compliance in AP

operations:

» Properly solicit new vendors to obtain U.S. or Foreign Status

prior to payment

» Validate the information provided on the Form W-8 or

Form W-9
» TIN Matching

* Determine state location vs. residence state of where the

service is performed

» Determine state where service is perform to comply with cross
state withholding and reporting requirements

e And much more!

To register for this webinar call us at 866-827-6389 or visit us at
www.tapn.com/ComplianceWebinar. B
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10th Annual Accounts
Payable 2011
Conference & Expo®

When: October 20 — 21, 2011
Where: Las Vegas, NV
The Bellagio Hotel

Topics covered will include:

* Insider secrets on Running
a Global AP Operation,
Merging AP Acquisitions,
Handling Int’l AP
Compliance Issues

» The CFO Perspective on
Managing AP’s Impact on
Cash Flow

* The latest in P-Cards, using
e-payables and P2P Best
Practices

To register for this conference,
call us at 866-827-6389 or
visit us at visit www.tapn.
com/IOFM2011. B



